Security and
Occupational
Health and
Safety Policy

Executive Summary
•

This Security Policy aims at creating a safe and secure environment for Oriflame employees globally. In
order to achieve this goal, guided by Oriflame Core values and Code of Conduct, this policy establishes
rules to protect the company’s personnel, assets and reputation from health-, safety- and security-related
risks. These rules cover the areas of health and safety, physical security, information security as well as crisis
management and incident reporting (see paragraph 5 for definitions).

•

The responsibility of the set-up and compliance with the security and health and safety requirements be
longs to the Managing Director of each Oriflame entity (see paragraph 5 for definition of the title of
Managing Director in this policy). These requirements are described in detail in part 3 of this document.
Oriflame employees must comply with rules established locally, based on the requirements of this
security policy.

•

Incident reporting plays a critical role in the company’s ability to face a potential crisis successfully. Every
employee must use the incident reporting procedure as often as necessary.
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1. Responsibilities
1.1 Oriflame Group Management (GM)

•

GM is responsible for:
The approval and regular review of this Security Policy

1.2 Management Team
The Management Team includes Oriflame senior management as well as Managing Directors.
This management team is responsible for:
• Approving and implementing local security measures
• Reporting any safety and security concerns to the Group Risk and Compliance Team
The Management Team may formally appoint persons to act as local contact points for the Group Risk and
Compliance Team, for matters related to health and safety and security. It is a best practice for the Management
Team to formally nominate persons to manage all health and safety and security matters on their behalf.

1.3 Group Risk and Compliance Team
The team in charge for group risk and compliance is responsible for:
• The administration of this Security Policy
• The risk management in the areas of health and safety and security
• Providing technical support and advice to local entities along with support for incident response
• Coordinating external resources related to health and safety and security
• Creating and maintaining employee awareness on health and safety and security through training programs
• Conducting health and safety and security reviews in most exposed Oriflame business units
• Controlling the implementation of the security policy

1.4 Oriflame Employees
All Oriflame employees are required to:
• Know the Security policy
• Undertake awareness training related to health and safety and security matters, whenever it is required
of them
• Comply with the Security policy, local laws and health and safety and security measures, and thereby act
as role models
• Maintain their own awareness of health and safety and security risks they may be exposed to
• Report any health and safety- or security-related incidents to their direct supervisor, to the Management
Team, or to the Group Risk and Compliance Team
• Report any deviation from the Security Policy to their direct supervisor, to the Management Team, or to
the Group Risk and Compliance Team

2. Security and Health and Safety Requirements
2.1 Health and Safety
2.1.1 General management of Health and Safety
•
•
•
•
•

•

The Managing Director is responsible for the compliance of his/her entity with all applicable Health and
Safety Regulations.
A local register of applicable Health and Safety Regulations must be established and updated at least yearly
Alignment of Oriflame operations with applicable Health and Safety Regulations must be verified at
least yearly.
Any gaps identified between Oriflame operations and applicable Health and Safety Regulations must be
addressed timely by appropriate corrective actions.
All Oriflame employees and all external employees working on Oriflame owned- or leased-premises must
receive regular information and training about workplace Health and Safety. This must include at least an
initial information about common- and job-specific health and safety risks, delivered to the concerned
employees within 1 (one) week after the start of their employment. Attendance to the training must
be documented.
All Health and Safety Events (occupational injuries, occupational illnesses, property accidents, nearmisses) must be reported, investigated and managed in strict accordance with the ‘Health and Safety Event
Management procedure’.

2.1.2 Emergency planning
•

Each Oriflame location must maintain an Emergency plan, that must include at least:
• All reasonably foreseeable emergency scenarios at the location (e.g. fire, medical emergency);
• Specific emergency response procedures for each identified scenario;
• A procedure to alert local emergency services. Should the capabilities of the local emergency services
		 appear insufficient, this must be reported to the Group Risk and Compliance Team to implement
		 additional support;
• A defined Emergency Response Team trained and competent to appropriately respond to emergencies.
• Emergency response must be tested at least once per year for each emergency scenario listed in the 		
Emergency plan. Performance thereof must be documented. Results and learnings must be recorded and
used to improve emergency plans.
• A minimum of 1 employee who has received certified first-aid training must be present for up to 20 persons
working at any Oriflame location at any time, and then one for every 20, or part thereof, employees there
after. The certified first-aiders should receive regular training updates according to local standards.
• All Oriflame facilities shall have a minimum of one suitable first-aid kit. Certified first-aiders are responsible
to ensure that first-aid kits are adequately located, sized, filled and that they contain no expired products.
• For manufacturing facilities and distribution centres (including Immediate Service Centres) only: a list of all
hazardous substances (including as a minimum, their specific types of hazards, location of storage and
quantity stored) must be established and maintained up-to-date (at least monthly) and be made available
to local emergency services whenever required.

2.1.3 Fire Safety
•

•
•
•

All Oriflame facilities must have an independent evacuation route, sufficiently indicated, illuminated and
free of any obstacles. Specifically, waste and excess material or products must not be stored along any 		
evacuation route
All Oriflame facilities must be equipped with fire detection devices covering all areas of the facility
All Oriflame facilities must be equipped with sufficient firefighting equipment ready for timely use and
inspected on a regular basis (local legislation shall be followed and yearly review is a minimum requirement)
All electrical equipment and installations must be sufficiently protected (circuit breakers, insulated wires,
restricted access to electrical boards) and inspected on a regular basis (local legislation shall be followed
and yearly review is a minimum requirement)

2.1.4 Suppliers and contractors
•
•

•

The selection criteria of Direct suppliers (defined in section 5 below) must include their Health and Safety
operating standards.
Suppliers of High-Risk services (defined in section 5 below - e.g. maintenance of machines, events venues)
and contractors undertaking High-Risk activities (defined in section 5 below - e.g. construction, repairs) 		
on behalf of Oriflame must provide appropriate proofs of competency and of safety of their premises and/
or equipment (wherever exposing Oriflame employees or Consultants to Health and Safety risks), including
but not limited to statutory certificates. These proofs must always be provided to Oriflame prior to starting
the concerned work or event.
When contracts are placed with Direct suppliers, suppliers of High-Risk services or contractors undertaking
High-Risk activities on behalf of Oriflame, a set of minimum (basic) Health and Safety requirements must be
included in the contract.

2.2 Physical Security Requirements
Hereafter are listed the requirements applicable to ensure the physical protection of Oriflame employees and
assets. If these requirements would create a conflict with local legislation, then local legislation is the applicable
rule. Also, the rules established hereafter are valid for ensuring the physical security of Oriflame events (Conferences for consultants and/or employees).
Important:
The responsibility of complying with the following requirements belongs to the Managing Director of each
Oriflame entity. The Managing Director is entitled to delegate the implementation of the requirements to
an assigned employee but remain ultimately responsible for their completion. All Oriflame employees must
comply with rules generated locally based on the following security and safety requirements.

2.2.1 Access Control
•
•
•

Only authorized personnel and duly invited persons are granted access to non-public Oriflame facilities
(offices, laboratories, production facilities, warehouses)
Access to these non-public areas must be logged and can be reviewed by local management as well as
by the Group Risk and Compliance Team.
When local situation demands it, access to public areas of Oriflame facilities must be monitored by
security guards.

2.2.2 Cash Handling
•
•
•
•

Cash in excess of the quantity required for daily operations must be transferred to a bank as soon as possible
Physical cash (including cheques) transportation must be outsourced
Cash kept in Oriflame facilities outside office hours must be stored in a dedicated safe with restricted access
Outside of office hours, all accesses to the room where cash is stored must be logged

2.2.3 Product Storage
•
•
•
•

Products stored before delivery to consultants must be kept in a dedicated warehouse with restricted access
Physical protection of warehouse (fence, walls, roofs, windows, doors) must be formally reviewed and 		
updated every six months
All accesses to warehouses must be logged
External warehousing services providers must accept these rules, which must be mentioned explicitly in
their contract

2.3 External Services
•
•
•

Health and Safety and Security providers must be duly registered and provide functional and sufficient
equipment as well as certified personnel
A formal contract must be established with all external Health and Safety and Security providers
Services provided by Health and Safety and Security suppliers must be reviewed annually upon the
following criteria:
• Management performance
• Good behaviour and professional performance of security guards operating in Oriflame facilities
• Proper execution of local Health and Safety and Security procedures
• Age and quality of Health and Safety and Security equipment

3. Security Incident Reporting
As a reminder, Health and Safety Events must be reported, investigated and managed in strict accordance with
the ‘Health and Safety Event Management procedure’.

4. Acronyms and Definitions
4.1 Acronyms
GM – Group Management

4.2 Definitions
Local – always means the country where the reader is employed

Local Safety and Security Rules – regroups local laws and regulations, this policy and locally-added Oriflame
security rules.

Security defines as the state of being free from danger or threat. This state is created by the implementation and
maintenance of safety procedures, and the eventual use of safety devices.

Health and Safety encompasses all procedures and devices designed to prevent injury or damage (E.g.: fire
extinguishers and first aid boxes are safety devices; a medical evacuation is a safety procedure).
In this document, the title of Managing Director can be interpreted:
• For Sales companies: as Country Director, Country Manager or Head of the market who has overall
responsibility for the sales company’s operations,
• For Production facilities: as Manufacturing Director,
• For GSOs and Regional Offices: as the person in charge for making decisions related to local daily activities.

Applicable Health and Safety Regulations: Any legal requirement, permits, contractual requirement, and any
other type of rules applied to Oriflame to regulate its activities, and that has a potential or actual impact on the
management of Health and Safety.

Direct suppliers: In accordance with the Global Procurement Policy, these are suppliers of raw materials, packing
materials, finished goods, and accessories.

High-Risk activities and services:
Activity involving the following types of works:
• Hosting non-Oriflame employees (e.g. consultants) during Oriflame-related events (e.g. conferences)
• Works on or near live equipment or for which temporary disabling must be performed. This may include the
installation, servicing and operation of machines (e.g. mixing vessels, filling systems, carton box folding
machines, taping machines, conveyors, carton compactors, etc.).
• General construction, maintenance or demolition works (including but not limited to earth works, lifting
operations, hot works, works at height - including on or near floor openings, and erection, modification and
dismantling of scaffolds)
• Works in potentially hazardous atmospheres (including but not limited to oxygen-enriched, oxygen-deprived,
flammable or explosive, toxic atmospheres)
• Works in Confined Spaces
• Works requiring the handling or use of hazardous substances
• Pressure testing with pressurized fluids or gases
• Works involving a risk of interference with moving vehicles
• Works with exposure to radiations (ionizing or non-ionizing)

